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Knowledge Learnt From Tech Briefing
Contents relate to academic study
1. Network Security Applications (PLANET)

· Firewall – Stateful packet inspection, URL filtering and Denial of service   attack prevention product your network from unauthorized network access.

· VPN - The standard – based IPSec VPN on PLANET security products ensure the data privacy, integrity and strong authentication to remote networks and remote users over the internet.

· Bandwidth Management – This function offers network administrators an easy yet powerful means to allocate limited network bandwidth based on business priorities.

· User Authentication – Web – based authentication allows users to be authenticated to the network by web browser. Administrator can use internal database or external RADIUS (Risk Assessment tools for Diagnosis of Urban areas against Seismic) server to authenticate.

· Inbound and outbound load balancing – MH – 2000 and MH – 4000 have two ports that reduce the risk of potential shutdown if one of the internet connections should fail. In additional, they allow user to perform load – balancing by distributing the traffic through multiple connections. DNS server is built – in on MH – 4000 to balance the inbound connection based on user configurable weight.

2. Security

There are five parts: Inspection, protection, detection, reaction and reflection. Security has the issue that it is can not be 100% avoid; however, there are 10 steps toward better security.

· Create more secure password

· Implement virus protection on all desktops server and notebook

· Policies,  password, acceptable use, incident response, system administration, configuration management, online warnings.

· Install patches, HotFixes, user education and training

· User group, assign permissions to all files/directories, remove old accounts.

· Configure routers, firewalls and proxy rulesets, secure physical access.

· Backup and restore test, controlled environment.

· Provide clean electrical power, web server/ mail server security.

· Host and Network audit and logging.

· Personal firewall, disaster recovery.

· Intrusion detection, self hacking. 

3.  Firewall

Controls access to and from one system to another. Firewall does not block spam and virus. Integrated modem/router and firewall: ADSL modem with hub which provide DHCP, limited control of firewall rules.

NAT – Network Address Transmission

· Domain blocking 

· URL filtering

· Limited security of access for configuration control

FMG – 2 - CNZ Firewall project

· External internet

· ADSL

· Fibre

· Dialup modem

· Satellite – will be supported when it is demanded

Other services:

· DHCP

· NAT

· MailServer

· WebMail

· Anti Virus

· VPN pass through

4. IS Administration - Administrator

IS administrator has the responsibility to do development and maintenance in business. And IS administration is the highly skilled job which needs qualified professionals.

· Business Process Engineering

The system administrator should attend business development and planning meetings because he/she needs to explain the needs of IS and report any IS problem.

· Network and Data Security

Information system provides storage for confidential data including intellectual property, business plans, payroll and customer records. All those information should be kept in safe environment. System administrator has to protect these from the external hacker, virus and spy, and also internal disasters such as files deletion.

· Software Development

System administrator often carries out or maintains the customisations such as application development, database queries, and new design to better suit the business needs.

· System Engineering

System administrators usually work closely with systems engineers to develop and implement the infrastructure the business needs such as network capacity planning or system structure design.

· Trouble Shooting

System administrators troubleshoot problems reported by users and automatic network monitoring tools. They normally solve network printing of faxing problem, users failed to login, and hardware failure problems.

· Documentation

System administrators have to keep up to date system documentation which greatly assists planning and problem resolution. They need to keep inventory of software licenses and system configuration files up to data.

· Remote Administration

This can be a full time job for large businesses. The remote administrators perform on high internet connection and have perfect solutions for medium and small businesses.
5. Linux

Lindows Seagate HDD

· Seagate 40GB Barracuda 7200.7 pre-load with Lindows OS 

· Works with practically any Intel compatible computer

· No installation process – Lindows auto-recognise all hardware

· Available in October 2003

Linux Desktop Outlook

· Novell’s Evolution Connector becomes open source

· It connects to MS Exchange Server 2000/2003

· A major step towards inter-operability
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6. Serial ATA

For desktop, mobile:

The Serial ATA interface represents one of the greatest changes in storage technology. Millions of Serial ATA ports and disk drives have shipped into the market, replacing the aging Parallel ATA interface in the desktop. Advancements to the interface encompass greater speed, longer more efficient cabling and advanced features for integration into servers and networked storage environments.

For servers and network storage:

· Scalability—Serial ATA is a point-to-point connection and allows multiple ports to be aggregated into a single controller that is typically located either on the motherboard or as an add-in, RAID card. Serial ATA will be deployed in high-capacity server and networked-storage environments. 

· Price—Desktop price

· Cabling—Serial ATA specifies a thin, point-to-point connection which allows for easy cable routing within a system. 

· Performance—Serial ATA technology will deliver 1.5 Gbps (150 MB/sec) of performance to each drive within a disk drive array. 

7. PCI – X

It is extension of PCI bus which has the additional backward – compatible function with the existing PCI cards. It improves upon the speed of PCI from 133 MBps to as much as 1 GBps. PCI-X was designed jointly by IBM, HP and Compaq to increase performance of high bandwidth devices, such as Gigabit Ethernet and Fibre Channel, and processors that are part of a cluster. To optimal system performance, the necessary bandwidth and bus performance needed to avoid the I/O bottleneck. And PCI – X is compatible with the previous PCI system.
8. DMZ

DMZ is a computer host or small network between a company’s private network and the outside public network. It prevents outside users from getting direct access to a server that has company data. It efficiently acts as a proxy server. It can only forward packets that have already been requested for users inside the company private network. Users of the public network outside the company can access only the DMZ host. The DMZ may typically also have the company's Web pages so these could be served to the outside world. Since the DMZ has no access to company data, when an outside user penetrated the DMZ host’s security, no company information can be exposed. That is how the DMZ works as an approach of firewall.

9. Wireless LAN

Wi-Fi:

Wi-Fi networks use radio technologies (IEEE 802.11b or 802.11a) to provide secure, reliable, fast wireless connectivity. A Wi-Fi network can be used to connect computers to each other, to the Internet, and to wired networks. Wi-Fi networks operate in the unlicensed 2.4 and 5 GHz radio bands, with an 11 Mbps (802.11b) or 54 Mbps (802.11a) data rate or with products that contain both bands (dual band), so they can provide real-world performance similar to the basic 10BaseT wired Ethernet networks used in offices.
Wireless USB 2.0

· It is the competitor to Wi-Fi which uses Bluetooth &RF technologies.

· 480Mbit/s over 4m; 110Mbit/s over 10m.

· Based on multi-band OFDM technology

· Demonstrated by Intel

· Expected to be available in 2005

Wi-Max British Telco

· The next revolution wireless technology

· IEEE 802.16d broadband fixed wireless standard

· Max speeds of 70Mbps up to 30 miles

· Not requiring line of sight

· BT testing in 4 rural communities
10. Voice Over IP – Voice and internet combine into one line and is enough appeal

· Telstraclear IP

· Same stability as analogy voice 

· 8000 users at MSW

· Full call management and attendant

· IE based phone management

· Broad Works (US) technology

Portable IP Phone

· Portable intercom device

· RJ45/11 interface

· xDSL

· Fixed/sharing IP

· Peer to peer – do not need web server

· Ortery Peer Call

Voice XML

· Allows user to interact with the internet through voice – recognition technology

· And pre-recorded or synthesised voice

· Applications include help desk, directory assistance, telematics and unified messaging

· Voice XML 2.0 received final recommendation status from the World Wide Web consortium

· Consortium of 373 including AT&T, HP, IBM, Lucent, and Motorola
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